
https:// và http:// khác nhau thế nào?  
  
Khi dạo trên mạng, nếu bạn để ý, bạn sẽ thấy địa chỉ của một số trang bắt đầu bằng 
https:// khác trường hợp thông thường là http://. Tại sao có chữ S sau cùng trong https? 
Chữ S đó có nghiã là "Secure" tức là an toàn. bạn khỏi lo lắng khi giao tiếo với trang 
web. 
  
Nếu trang web có địa chỉ bắt đầu bằng http:// thì nó có nghĩa rằng trang web không an 
toàn. Nói cách khác, một người nào đó có thể nghe lén những gì bạn trao đổi với trang 
web và có thể  lấy những dữ kiện bạn gửi đi từ máy của bạn đến trang web như tên tuổi, 
căn cước, địa chỉ, số thẻ tín dụng, v..v… 
 
Do đó bạn không nên điền số thẻ tín dụng trên trang nhà nêú địa chỉ của nó bắt đầu 
bằng http. 
  
Nhưng nếu địa chỉ của trang web bắt đầu bằng chữ https:// thì điều này có nghĩa là bạn 
đang liên lạc an toàn với server của trang web và người ta không thể nghe lén và trôm 
những thông tin bạn gửi đi. 
  
Chắc bây giờ bạn đã hiểu mức quan trọng của chữ S trong https:// lớn như thế nào. Do 
đó, khi trang web bảo bạn điền những tin tức riêng của bạn vào những khung điền 
thông tin trên trang web, nhất là những thông tin quan trọng như số thẻ tín dụng, 
hay số an sinh xã hội, ngày sinh tháng đẻ, số passport,  các passwords v…v…, thì 
trước tiên bạn phải nhìn vào địa chỉ để xem nó có chữ S sau http hay không tức là 
địa chỉ trang web có bắt đầu bằng https:// hay không. Nếu không, bạn không nên trao 
đổi những thông tin nhậy cảm đó với trang web. 
 
 
do Hướng Dương tóm lược từ các bài dưới đây: 
 

How can I tell if a web page is secure? 

 
 
Anytime a web page asks you for sensitive information, you need to be able to identify if the page is 
secure or not.  The ability to recognize a secure web connection is extremely important as online fraud 
cases have increased substantially from year to year.  This FAQ is intended to guide you to safer online 
shopping.  

 
What exactly do we mean by "secure"? 

Anytime you view a web site information is sent from your computer to the web server and from the web 
server to your computer.  The transmission of this information is normally sent in "plain text", meaning 
anyone would be able to read it should they see it.  Now consider this.  Each piece of information 
transmitted traverses many computers (servers) to reach its destination. 

Try it! - Windows Users, to see just how many machines your information traverses, follow these steps: 



1) On your computer, click Start, then Run 
2) Type "cmd" and click "OK" (or press Enter) 
3) Type this in exactly:  tracert www.ssl.com 
4) Press Enter 

Each listing in the window is a different computer/router/switch (a "node" in networking terms).  Each 
"node" represents a point at which any data you send might be recorded!  It is not uncommon to see 20-
30 listings. 

Big deal, right?  Consider this the next time you type in a password or your credit card 
number.  Ah!  Therein lies the problem.  The solution to this problem is to encrypt this data for 
transmission.  Secure Sockets Layer (SSL) was created for this very purpose. 

SSL uses a complex system of key exchanges between your browser and the server you are 
communicating with in order to encrypt the data before transmitting it across the web.  A web page with 
an active SSL session is what we mean when we say a web page is "secure". 

ALL WEB PAGES ASKING YOU FOR SENSITIVE INFORMATION SHOULD BE SECURED USING SSL!!! 

 
How can I tell if a web page is secured? 

There are two general indications of a secured web page: 

1) Check the web page URL 

Normally, when browsing the web, the URLs (web page addresses) begin with the letters 
"http".  However, over a secure connection the address displayed should begin with "https" - note the "s" 
at the end. 

Try it! - Visit our home page (http://www.ssl.com).  Note the URL begins with the "http" meaning this 
page is not secure.  Click the link in the upper-right hand corner to "Log in".  Notice the change in the 
URL?  It now begins with "https", meaning the user name and password typed in will be encrypted before 
sent to our server. 

2) Check for the "Lock" icon 

There is a de facto standard among web browsers to display a "lock" icon somewhere in the window of the 
browser (NOT in the web page display area!)  For example, Microsoft Internet Explorer displays the lock 
icon in the lower-right of the browser window: 

 

As another example, Mozilla's FireFox Web Browser displays the lock icon in the lower-left corner: 

 

THE LOCK ICON IS NOT JUST A PICTURE!  Click (or double-click) on it to see details of the site's 
security.  This is important to know because some fraudulent web sites are built with a bar at the bottom 
of the web page to imitate the lock icon of your browser!  Therefore it is necessary to test the functionality 
built into this lock icon.  Furthermore, it is very important to KNOW YOUR BROWSER!  Check your 
browser's help file or contact the makers of your browser software if you are unsure how to use this 
functionality. 



Try it! - Visit our home page (http://www.ssl.com).  Click the link to "Log in" to initiate a secure 
session.  Note the lock icon display in YOUR browser.  Click the icon, or double-click (varies by browser), 
and examine the security information displayed about the web site.  If there is no display at the bottom of 
your browser try clicking "View" in the main menu and make sure "Status Bar" is checked. 

 
Other Indicators of a Secured Web Page 

Many SSL Certificate vendors (Verisign, GeoTrust, SSL.com, etc.) also provide a "site seal" to the owners 
of these web sites.  Common characteristics of these site seals include: 

• High Visibility - Online merchants want you to see these site seals.  They want you to know 
they have made every effort to make their site a safe shopping experience.  Therefore, the site 
seal is usually located where you, the customer, can easily see it. 

• Difficult to Duplicate - The site seals are designed to be difficult for thieves and scammers to 
duplicate.  Many times the site seal will have a date and time stamp on it. 

• Verification Functionality - The site seal should have some functionality whether by clicking on 
the seal or by hovering your mouse over the seal.  The functionality should display detailed 
information about the web site you are visiting. 

These site seals should not necessarily be trusted on their own, but should serve as a reminder to 
"investigate further"... 

1) Check for that "https" in the prefix of the web page address. 

2) Click on that "lock icon" in the status bar of your browser. 

If everything looks good, the company or individual(s) running that web site have provided you with a 
safe means of communicating your sensitive information.  The web page is "secure". 

Browse Safely! 

 
2. 
https (Hypertext Transfer Protocol over Secure Socket Layer) is a URL scheme used to 
indicate a secure HTTP connection. It is syntactically identical to the http:// scheme 
normally used for accessing resources using HTTP. Using an https: URL indicates that 
HTTP is to be used, but with a different default TCP port (443) and an additional 
encryption/authentication layer between the HTTP and TCP. This system was designed 
by Netscape Communications Corporation to provide authentication and encrypted 
communication and is widely used on the World Wide Web for security-sensitive 
communication such as payment transactions and corporate logons. 
 


