Email bj tin t&c tan cong:

Pay la sw that, tat cé nhing vi str dung email dé chuyén tai nhikng tin tirc quan trong can chu y. Tat
cé quy vi thuong xuyén st dung email, du c6 lam viéc cong déng hay khéng, quy vi cé thé la muc
tiéu tan céng cua téc Tau va tin tdc Viét Cong. Cach tét nhét, quy vi phong chéng tin téc dé béo vé sw
riéng tw cia minh trudc khi qué tré. Co thé cong viéc lam &n cda quy vi bj ching phat giac, cé thé
nhitng thdo luén céan gil kin cta quy vi bj tiét 16, c6 thé chi tiét ngan hang, chi tiét chuyén tién bj tin
téc biét dwoc, v.v... Nhitng bién phép bdo vé nay, chi mat céng chut it nhung khéng mat tién mua, du
khéng doan chac c6 hiéu qua 100% nhung it nhét ciing la mét rao can lam nén Iong tin téc.

Tran Béng, MSc.

Cuéi tuan trwde, d6 1a 1an thir hai email ctia toi bi tin tdc VC tan cong trong vong moét thang. Va cubi
tuan vira qua, lan thi hai trong vong mét tuan ching tan céng email cla t6i. Lan dAu tién, cubi thang
trwéc, ching vao email cia toi va cho vao mét lénh dé chuyén tat ca email cla toi téi mot dia chi
khac. Lan nay, ching pha hoai nhiéu hon, ching thay ddi mat ma vao email cla t6i, déng thoi ca hai
email, ching d&u cho vao mét [énh dé& chuyén mail dén moét dia chi email khac. Sau khi phat giac, toi
kiém soat lai phan settings cia email va qua that, chiing da gai vao I&nh chuyén email tdi t&i mot ché
khac. Khén ngoan hon, chiing khéng chi gai Iénh chuyén, nghia la email van vao hdp thw cla t6i,
nhwng ddng théi ching ciing nhan dwoc mét ban dé xem. Lan thi ba giébng nhw 1an th hai, ching
dbi mat ma, cai lénh chuyén email dén mét dia chi email khac.

T6i co thé chac chéan day Ia tin tac Viét Cong. Thir nhat, Iénh chuyén email duoc cai cho mét nguo
co }én ‘theo mau ty Viét nglr. Va vi mot vai yéu to khac khéng tién tiét 16 ra day, nén tdi cé thé doan
chac rang day la tin tac Viét Céng, khéng phai la hackers ngudi nwédc ngoai.

Cudi tuan di hop, dwoc biét mdt sb anh chi em hoat déng trong BCH CB ciing bi tin t&c pha. Ching
viét email thay cho anh ban c6 tén abcedf@hotmail. com va chuyén email dén nhirng ngudi cé tén
trong Contact list cia abcdef v&i ndi dung bay dé khuay rdi. Diéu d6 cho thdy muc tiéu tAn cong la
nhirng vi trong Ban Chap hanh Céng déng Ngu i Viét cac noi, cac vi lam viéc cho truyén théng Viét
Ngir, cac vi gilr cac chirc vu quan trong trong cac Hoi doan Doan thé, Bang phai chinh tri, ké ca cac
doanh nhan kha tiéng tdm déu cé thé 1a muc tiéu cda tin tac VC.

Tai sao tin tac VC tan céng ching ta? Chiing tan céng nham muc dich gi?
Theo t6i thay ching ta cé thé phan tich muc tiéu cGa ching nhw sau:

Muc dich chinh tri:

- Chiing muén tim kiém nhirng tin tic lién quan dén cac td chirc du tranh trong nwdc va tai hai
ngoai. Day 1a nhiém vu cha yéu.

- Chuing muén tim kiém nhirng tin tirc lién quan dén céng an viéc lam cda nhirng nhan vat hai ngoai.
Néu nhirng nhan vat nay cé lién hé dén nhirng ngudi trong nuéc, ching cb tim nhitng chirng ctr dé
khi can thiét ching sé bat chet ching ta hodc ngudi trong nwéc dé lam cdng cu cho chung.

- Ching muén khudy réi va v hiéu hoa hoat ddng clia cac nhan vat va doan thé hai ngoai

Muc dich kiém tién:

Chung ta khéng loai trir treérng hop néu ching cé thé do tim nhivng di kién dé ching co6 thé méc
cla chung ta, chac chan chung sé khong bd qua. Thi du chi tiét treong muc, chi tiét vao treong muc
trén mang, néu chiing biét dugc, ching sé dé dang vao truong muc dé chuyén tién di noi ma ching
mudn.

Tét ca quy vi thworng xuyén st dung email, du c6 lam viéc cong ddng hay khéng, tat ca déu nén hoc
h&i cach thirc phong chéng tin tac dé& bao vé sw riéng tw ctia minh. Cé thé cdng viéc lam an cla quy
vi bi chiing phét giac, c6 thé nhirng thao luan can gil kin ctia quy vi bi tiét 16, c6 thé chi tiét ngan
hang, chi tiét chuyén tién bi tin tac biét dwoc, v.v... Nhitng bién phap bdo vé nay khéng doan chac cé
hiéu qua 100% nhung it nhat ciing Ia mét rao cén cé hiéu qua lam nan long tin tac.

DU pha hoai hay kiém tién hay tiéu khién, hanh déng tin tdc déu bi lén an.



Tinh chat pham phap cua tin tiac VC:

Do ban chat ludbn muén cha dap va coi thwong luat phap, tin tdc VC va nhém lanh dao cua tin tac da
I6ng hanh trong nwédc, hoc hdi nhirng kinh nghiém dé, nay chung di vao sir dung & nwdc ngoai. Gan
day tin tac Trung cOng da pha hoai nhiéu noi, hién nay tin tac VC ra strc pha hoai cong déng Nguoi
Viét hai ngoai, hai sy kién nay cho thay chéc chan tin tac VC cé phdi hop hanh dong véi tin téc Trung
cdng va minh chirng cho s kién nha nuwdc va lanh dao dang CSVN la chw hau clia CS Tau, sén
sang céng ran cén ga nha dé bao vé vi thé chi nd béc 16t nhan dan tan xwong tuy va dan ap dan chi
tw do trong nuérc.

Hanh déng xam nhap email ca nhan hay email té chire, hoi doan, doan thé hai ngoai mang nhirng y
nghia xau xa va pham phap nhuw sau:

- xam nhap email | trdng tron cha dap va coi thwdng luat phap cia quéc gia sé tai;

- xam nhap email la vi pham doi tw va ty do thw tin cla ngwoi khac;

- xam nhap email la chu trwvong pha rdi sinh hoat cdng déng nguwoi Viét hai ngoai, xam pham sy an
sinh clia cdng ddng ngudi Viét hai ngoai, 1anh virc ma chinh phl nwéc sé tai ludn coi trong va bao
vé;

- day 1a mét minh chirng cho thay chi trwong ctia CSVN la luén gay khé khdn cho Céng dong hai
ngoai, luén coi Cong déng hai ngoai la thu dich.

Quéc gia noi ching ta cw ngu c6 Canh sat quédc ndi va qubc té, co6 co quan tinh bao, ¢ nhirng co
quan bao vé quyen riéng tw va an sinh xa hoi, cac Cong ty cung céap dich vu email ludn muédn tim
kiém nhirng tay tin téc quay rdi dé 16i cb ra trwdc anh sang cong ly, vi nhivng ly do nay tat ca ching
ta cAn chung strc dwa nhirng tén tin tdc VC ra truy t6 trwdc phap luat.

Lam sao tin tac vao may hay vao email cua chL’mg ta dwoc?

Tin t&c ¢ nhitng chwong trinh hay nhitng Iénh dé pha mat ma, pha mat ma dwoc chung sé vao may
duoc, vao email dwoc. Nhirng noi nay du dwoc bdo vé nhwng khdng dwoc chat ché bang hé thdng
an toan cta ngan hang nén viéc tan cong ngan hang rat khé, trong khi tn céng email hay vao may
dién toan ca nhan dé dang hon nhiéu.

Nhirng may dién toan dé& chay ngay dém la nhirng noi dé cho tin tic tAn cong nhat. Chwong trinh
pha mat ma coé thé chay lién tuc cho dén khi pha dwgc méi thoi. Nhirng Windows khéng c6 mat ma
ho&c khéng st dung chuong trinh diét Virus va phong chéng xam nhap la nhirtng Windows rat dé bi
tan cong. Nhirng emails cé6 mat ma don gian, hay cai “nhé mat ma” dé méi khi vao email khéng can
danh may mat ma, do 1a nhirng muc tiéu rat d& pha va tao diéu kién cho tin tac tAn cong dé dang.

A- Can lam gi dé bao vé may va Email?

Déi voi may dién toan va Windows:

1- Tat may: Khi khong st dung may nén tat may. Vira tiét kiem dién, vira tang tudi tho ctia may, vira
giam bét thoi gian cho tin tac tan cong.

2- Mat ma cho Windows: Windows phai c6 mat ma. Mbi 1an muén vao chung ta chju khé danh mat
ma dé vao. Mat ma phai dwoc thay ddi it nhat mot thang mét 1an.

3- Phong chdng bang Windows: Windows phai cé cai Firewall, cai chwong trinh diét Virus cap nhat
nhéat (updated) va cac loai phong chdéng cén ban khac.

4- Cét Internet: Khi khdng can xai Internet rat day ndi Internet hay cat dwdng néi Internet hay disable
Internet. Khi can st dung thi néi lai.

5- St dung Hard Drive r&i: nhirng tai liéu quan trong nén chira vao Hard Drive r&i, khi nao st dung
chi can gén day vao may, khi khéng st dung thi rat day ra. Hién nay loai Hard Drive cAm tay rat nho,
bang ban tay, day 10 ly, rat nhe, rat ré, strc chira lai cao (80 Uc kim mua dwoc 320Gb), chi can moét
soi day USB gan vao béat cir may dién toan nao. Toi st dung 3 loai Hard Drive dé& chira nhivng tai
liéu riéng nhau va chi géan vao can dung. Trong may khéng c6 tai liéu nao quan trong ca.

B- Nhirng bwéc can thwe hién ngay khi doc email nay:

I- D4t Username & Password (néu da c6 Unsername khi log-in xin xem muc )

1- In ban tin nay ra mot ban

2- T4t email va application dang doc nay. Tat tt c& cac Windows dang mé, ngay ca Internet
Explorer.



3- Ly mot to gidy va cay viét dé

ghi chu

4- Pat mouse ngay Start, right click (click nut mouse bén tay phai), click Explore.

5- Ngay trén Windows dang m& la C:\Document and Settings...,

Manage.

right click vao My Computer, click

6- Click Local Users and Groups. Click Users. Mot Windows mé ra.

a. O Username: dat mot tén (ghi

vao gidy. Cén ghi cho dung).

b. O Password: chon mét password it nhat 8 mau tiy. Password nay sé phai thay d6i thuong xuyén
nén can chon Password sao cho dé nh¢ (ghi vao giay. Can ghi cho dung).
c. O Confirm Password: danh may lai password.

d. Click Create. Click Close.
7- Click Start, click Log off. Ch&

dén khi Windows logg off xong.

8- Click vao lcon c6 Username & muc 6a bén trén. Danh may Password vao 6 tréng bén dwdi. Click
vao mii tén ngang. Windows sé dwgc log in.

CHU Y: Néu quy vi khéng tw tin s& lam dwoc ding nén nhd ngudi gidp vi néu may chwa cd
Username, quy vi ghi Username hay Password sai, quy vi sé khéng vao may duwoc.

Il- Kiém soat lai email & diéu chinh Password:
Vi khuén khd han ché chang t6i chi lay thi du cho 3 loai email: Google, Yahoo va Hotmail ma théi.
Phan nay quy vi sé kiém soat lai email cia minh dé ghi lai nhirng phan can nhé dé phong treong
hop password bi tin tic thay ddi khong thé log-in vao email dwoc hodc email thay déi nhwng bi quén

va khong log-in dugrc.

Trudc khi thwe hién phan nay quy Vi can c6 it nhat la 2 emails dé s& dung. Mét email diing cho cong
chung email nay dwgc quang cao nhiéu noi, 1a muc tiéu cla tin tdc. Va mét hay hai emails khac dé
st dung trong trwong hop can Iy lai password hay nhirng chuyén nhirng tin tirc quan trong.

GOOGLE

YAHOO

HOTMAIL

1- click Settings.

2- click General. In ra gidy dé luu.

3- click Accounts and Imports. Click
Google Accont Settings. Click
Change password recovery settings.
Danh may password vao. Click
Verify. Mot Windows m&i mé ra.

4- Xem phan email. Phan nay ghi
tén email cGia quy vi khi can lay
password lai. Can ghi 2 hay 3 emails
vao noi nay. Xong, click save.

5- Click vao Change Password dé
ddi Password. Banh may Password
mai, danh may Password méi mot
I4n nira d& xac dinh. (Xem muc C dé
tao mot Password virng chéc). Click
Save.

6- Ghi vao gidy Password mai.
Dong Windows nay.

7- click Forwarding &POP/IMAP.
Xem Forward a copy of incoming
mail to, cAn xem ky khéng c6 tén
email la & muc nay. Néu co ghi vao
gidy tén email la nay, xo6a bd, roi
click vao Disable forwarding. Click
Save. Béng windows.

1- click Options. Click Mail Options.
- click Account Information.

3- click Update your Information (In
ra gidy dé lwu). Email 1 va email 2 1a
email ma khi quén password, khi
dwoc yéu clu, Yahoo sé givi email
V&i cach reset password dén dia chi
email nay. T4t ca nhirng chi tiét nay
@éu can dé yéu cau Yahoo gilp d&.
- click Update Password reset info.
Email 1 va email 2 Ia email ma khi
quén password, khi dwoc yéu cau,
Yahoo s& glri email v&i cach reset
password dén dia chi email nay.

5- click Change your Password.
Danh may vao Password hién dung.
Danh may Password m&i, danh may
Password m&i mot 1&n nira dé xac
dinh. (Xem muc C dé tao mét
Password virng chac). Click Save.
6- Ghi vao gidy Password méi.
Boéng Windows nay.

7- click POP & Forwarding. Click
Setup or edit POP & Forwarding.
Can xem k§ khéng c6 tén email la &
muc nay. Néu co ghi vao gidy tén
email la nay, xéa bd, rdi click vao
\Web & POP Access. Click Save.

Pdéng windows.

1- Click Options. Click More

Options.

2- Click View and edit your
ersonal information. Click

Registered information. Néu can

thi nén thay déi cho ding, xong nén
n ra gidy dé lwu. Click Save.

3- Kiém soat phan Password reset
nformation. Chd Password, click
Change. Banh may vao Password
hién dung. Banh may Password
Mm&i, danh may Password m&i mét
an niva dé& xac dinh. (Xem muc C dé
tao mot Password virng chac). Click
Save.

4- Ché Alternate e-mail address
can xem lai ding hay khong. Néu
can thay dbi thi click Change dé
thay dbi. Day la noi khi xin password
Hotmail s& gti email t&i dé cho biét
password mai.

Ca 3 cong ty email nay, hotmail 1a céng ty cé d6 an toan yéu nhét.



lll- Tao mét Password virng manh:

Mot Password virng manh (strong) 1a mét Password kho pha. Hién nay ca Hotmail, Yahoo, Google
déu cho phép chung ta dung password dai. Password 1a tién dén, néu tin tdc pha dwoc password, tat
ca tin tirc trong email déu cé nguy co’ bj Iay trom va email cta chung ta c6 nguy co phai bi huy bé. Do
do viéc xay dwng tién dén virng manh la diéu quan trong sb mét.

Sau day la mét s6 nguyén tac:

1- Password phai dai, it nhéat phai cé 12 mau ty va sb (chracters and numbers) trd 1én. Ly twong la

20 chir - sb tong cbng. Cang dai tin tac cang phai mat nhiéu thoi gian hon dé pha. Thoi gian pha

tang theo cap s6 nhan so voi chiéu dai cua Password.

2- Password phai gdm c& mau tw va sb6. Chir gdm ca mau ty ddu nhw a b ¢, mau ty git’a nhw mn o

va nhirng mau tw cudi nhw x y z. S6 phai gdm nhirng sb dau, gitra va cubi.

3- Mau tw phai gdbm ca mau tw hoa (upper case) va mau tw thuong (lower case)

4- M6t thi du: Password cla t6i la Paris290Rome58LeCaire. Dé dé nhd, t6i ghi Password ngodi sb

tay, va ngoai gidy dé trwdc may vi tinh. M&i tudn d6i mét 1an. C6 tuan dung Paris29LeCaireRome5 8,

cé tuan chi thay ddi sé, cé tuan thay ddi thanh phd khac. Con sb |a sb tudi ctia con trai toi va cla toi,
V... Muc dich la tao mét cai gi dé logic mét chut dé dé nhé.

5- Nguyén t&c trén st dung cho ca Password ctia Windows va Password ctia email.

6- M&i mot hay hai tuan phai ddi Password mot Ian.

C- Backup lai tén email trong Contact list:

Tin tac st dung email cGia quy vi, lay tén tat ca nhirng ngudi quen clia quy vi cé tén trong Contact list
dé gWi ra nhirng ban tin cé loi cho chiing va c6 hai cho quy vi. Mot nguwdi ban cla téi nam rdi da bi tin
tac 1ay hotmail ctia chi gt di ban tin cho tat ca ban bé quen biét yéu cau gli tién gap vi chi da bi mét
hét gidy to dang di du lich & Hy Lap nay khong co tién tré vé. Anh ban abcdef clia ti tudn qua
Hotmail ciia anh cling bi tin tac l4y Conatct list va glri dén nhiing ngu®i quen céc tin tirc khdng can
thiét.

Do dé, ngay bay gi&, quy vi hay:

1-  click vao Contact clia email minh, export conact list nay qua dang Outlook, save vao mét chd
nao doé bang cai tén minh chon.

2-  open hd so nay. Microsoft Excel s& mé Conatct list nay. Kiém soat lai chac chan. Xong tré vé
Conact list trong email, hightlight toan b tén. Delete hét tat ca cac tén nay.

3-  M@i khi cAn mét tén nao d6, danh phai mé Excel 1én rbi copy email ra paste vao email.

D- M6t s6 bién phap khac dé hé tro:

1- Password: Khang cai nhé password, chiu khé danh may mat ma vao may méi khi can mé email.
Mat ma phai thay d6i mot thang hay nira thang mot 1an. Thi du thay déi Mat ma Windows tuan 1 thi
thay d6i mat ma Email tuan 2. Xen ké nhw vay. S&r dung password manh cho may tinh va cho emails.
Can thay dbi thuwdng xuyén.

2- Méi ngay can kiém Settings ctia email:

a- Dbi v&i Yahoo: xem B Yahoo 7 dé biét chac la email cia minh khéng bi chuyén di noi khac.
b- Dbi v&i Google: xem B Google 7 dé biét chéc 1a email ciia minh khoéng bi chuyén di noi khac.
c- Dbi v&i Hotmail: xem B Hotmail 4 dé biét chéc 1a email cia minh khong bi chuyén di noi khac.

3- Méi ngwei can str dung 2 hay 3 emails khac nhau.

a- Email s&r dung cho nhirng dich vu téi quan trong can thay d6i mat ma lién tuc mdi tudn mot lan.

b- Email str dung cho nhirng dich vu quan trong: thay d6i mat ma thwérng nhwng khéng can méi tuan
mot 1an. Mot thang hay hai tuan mét 1an ciing tam an toan.

¢- Email str dung cho nhirng dich vu céng cong: giao tiép cong chiing, vao cac web site, vao blogs
hay nhirng noi nhw facebook, skype, Paltalk, ... Emails st dung cho nhirng dich vu nay khéng can do
an toan qua cao.

Can c6 sb dé ban ghi nhitng mat ma dang s dung. Can ghi lai nhirng chi tiét can thiét dé khi quén
mat ma, minh cé thé xin mat ma dwoc.



4- Str dung Outlook:

Chung ta can lam quen hay hoc cach st dung Outlook. Cach an toan nhét 1a s& dung Outlook véi
nhirng bién phap sau day:

a- Chuyén tat ca cac mails vao email t¢i Outlook. Outlook tw ddng xoa mail trong email.

b- H6 so Outlook can ndm ngoai Hard Drive cdm tay. Khi khéng sl dung chiing ta rat day ra.

c- Vi Outlook, ching ta cé thé soan mail sdn khi khéng on-line. Khi nao on-line ching ta g&vi mails di
mot lwot.

d- Cai dat sao cho Outlook l4y mails tlr email cGia ching ta vao may. Méi ngay hay méi vai ngay,
chdng ta can chuyén tat ca nhirng mail trong may sang Hop thw trong Hard Drive roi.

5- Sir dung Hard disk cam tay:

May va Email c6 thé bi tAn cdng bat clr Iic ndo. Cach an toan nhét | luén dat trong tinh trang may bi
truc trac bat ngd va mét tat ca tin tirc. Vay ching ta can ngan ngtra ra sao?

a- str dung Hard disk cam tay. Hién nay Hard disk cam tay loai nhd bang ban tay, néi may vi tinh
bang day USB, gia rat ré, chi 80AUD mét hard disk 320Gb nhe vai trdm grams. Chung ta save tat ca
tai liéu vao mot hay hai ba hard disk loai nay (Hard disk trong may dé tréng, chi chwa nhirng tai liéu
pho ban, néu bi danh cap hay bi mét ciing chang sao).

b- email va t4t ca tai liéu quan trong déu git trong hard disk nay. Chuing ta set up Outlook dé Outlook
save mail vao Hard disk cam tay va chuyén théi quen lam viéc v&i Outlook hon la lam viéc v&i
Yahoo, Google truc tiép.

6- Email bi chan giira dwong:

Email cGia chuing ta c6 thé bi tin tdc chan gitra dweng. Mot sd email clia ching ta khong téi dwoc tay
nguwdi nhan. Dé bao dam dwéong day lién lac dwoc tét ching ta can tap lai thdi quen tra I&i sau khi
nhan email ca nhan. Chi can tra & ngan gon: “Noted”, “Da nhan”, ... d& nguwdi gt biét rdng email da
t&i tay ngudi nhan. Co rat nhiéu emails cla t6i gl di, khi hdi lai méi biét trong cing mot mail list mot
s6 ngudi khéng nhan dwoc email trong khi mét sd ngudi khac lai nhan dwoc. Do d6 viée tra Idi gitp
ngwdi glri yén tam va ciing 1a cach xac nhan email da t&i tay dé nguwdi glvi dwoc an long.

E- KET LUAN:

V6 quyt day c6 méng tay nhon. Khdng co bién phap nao la an toan vinh vién. Tat ca cac bién phap
trén day chi lam kho tin tac va hoan toan khéng cé nghia la tin tac khdéng xam nhap dwgc email clia
ching ta. Chuing sé xam nhap dwoc, nhwng khéng con dé dang niva. Khi ma tat ca chang ta déu st
dung password manh, thay déi thuwéng xuyén va véi sy canh giac cao dd nhw da trinh bay & trén,
chéc chén tin tac sé chéng thu dwoc loi ich gi dang ké sau khi mét ca hai ba ngay dé pha password
ctia mot email. Khi 4y ching sé xoay sang bién phap khac.

Diéu quan trong la du bat cr tinh hubng nao, khi biét dwoc email cla tin tic, hay goi hay email cho
Google hay Yahoo va cac co quan chirc nang khac bao cho ho biét dia chi email cla tin téc s&v dung
dé ho tim ra ngay cai may dién toan da sir dung email nay. Di v&i ching ta, nhiéu Idm chuing ta chi
c6 thé biét tén IP nhwng khong biét IP d6 & dia chi nao, cac co quan chirc nang sé lam dwoc chuyén
nay giup chung ta. Va d6 cling la cach de gilr gin s an toan cho xa hoi tbt dep noi chung ta sinh
song, nhung noi nay phai hoan toan mién nhiém véi nhitng théi tinh xau xa, tdi ac va tha doan pha
hoai ciia Cong San.



